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Today’s next-generation mobile devices enhance mobile workers’ productivity, but
they’re also placing unprecedented demands on enterprise security infrastructure. And
until stronger security practices become more widespread, enterprise mobile devices
will continue to represent a threat to sensitive corporate data.

Next-generation mobile handsets are capable of using different types of wireless networks, and
they’re being powered by a growing number of mobile operating systems. According to Scott
Schelle, COO of vendor Bluefire Security, Baltimore, this is stretching enterprise security
infrastructure to its limits. “You're asking a system that was designed for one type of user, using
one type of network at a time, to suddenly bridge into this multithreat environment,” Schelle said.

One of the most serious threats to enterprise security is that companies don’t have enough
protection against unauthorized wireless access points, said Andy Reese, a principal consultant
with Dallas-based solution provider Compucom. “If an employee connects something beyond the
firewall, it can create major problems,” he said.

Some VARSs believe that certain types of devices eventually could be targeted by hackers. “There
have been remarkably few viruses on smartphones and PDAs,” said Anthony Meadow, president
of Bear River Associates, an Oakland, Calif.-based mobile solution provider. “But | think mobile
viruses could become a sort of ‘growth industry,” as the people who write these things are always
looking to cause mischief.”

Reese said that the powerful features and functionality of next-generation handhelds makes them
difficult to secure. Responsibility for mitigating the threat of mobile viruses lies with the carriers, he
added. “I believe that security should become part of the telcos’ service offering,” Reese said.
“For example, they have the ability to scan e-mail for viruses and block them before they even
reach the device.”

The current level of user
authentication on mobile devices
is another area of vulnerability
for enterprise security. “Although
mobile VPN encryption is
capable, what is typically being
used is simple password
authentication, which is easily
broken,” said Stu Vaeth, chief

w advertizement security officer of Toronto-based
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Diversinet, which develops
mobile authentication and
security solutions. Strong
authentication also could
prevent a malicious user from
The Microsoft Partner Program. | remotely accessingthe
corporate network and wreaking
. . havoc, he added.
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Enterprise-Grade Link Failover and Load Balancer

Easy to install. Fully transparent to existing firewall and router. PePLink Balance offers link failover and load balancing for
branch office networks. Supports DSL, T1, Wireless &amp; Cable. Centralized Configuration, Management and Traffic
Reporting.

Quantum: Best Storage Vendor, 2004 by Ingram Micro
If you don't know about Quantum's commitment to the channel, click here to read about our VAR program. Dedicated
sales team to help you, training, marketing programs, and more. We don't call it Quantum Alliance for nothing.

VolQ from Zultys: the smarter VolP solution.

Businesses are benefiting from increased productivity and reduced costs with today's powerful VolP solutions. Award
winning products from Zultys include a range of IP PBXes, IP telephones, and supporting peripherals. Zultys: the
intelligent choice.

Managed services webinars from Level Platforms

Join our free webinars to learn how to build recurring revenues, controlled services costs and happier customers with the
only remote monitoring and management product designed exclusively for VARs that service the 10 to 200 desk top
market.

Get Your Partners In Order, Hosted Partner Locator

Is your global partner list a mess? Is the information stale and inaccurate? Try Marketbright's 100% hosted solution. You'll
have an accurate, global list of partners on your website in less than one month. Watch an online demo and get started
today!

[Buy a Link Now]
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